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Name of Ofllcer signing: 13rucc Copsey

'Iitle ofOf!iccr signing: General Manager

L Brnce Copsey, certify that! am an officer of the Company named above, and aeting as
an agent of the Compmly, that I htlVe persollal knowledge thal the Company has established
operating procedures that are adequate to ensure compliance with the Conunission's CPNI rules,
See47 C'.F,R. § 64,2.001 el seq,

Attached to this ccrtitlcationas Exhihit I is all accomprmying statement explaining how
the Company's procedllres enS!ll'e that the Company is in compliance with the requirements set
!{)rth in section 64.200l elsyq. OftiK' Commission'S rules.

The Company has no! taken any actions (proceedings instituted or petitions med by a
company at either state cOl11mission, the court Bystcni, or at the Commission against data
brokers) ag11in8t data brokers in the past yeal', Compill1i(~s must report on any in!ol1l1alion that
they have wilh respect to the pwcesses pretexters arc using to attempt to access CPNI, and what
steps companies are tnkingto protect CPN1.

The Company has Mt l'eceivcdany customer complaints in the past year concerning the
tlnallthorlzcd release of' CPNI (number of customer complaints a company has received related to
unauthorized access [() CPNI, or unauthorized disclosure of CPNI, broken down by category or
complaint. e.g.. instances of impropcr access by employees, instances of improper disclosure to
individuals not authorized to receive tbe information, or instances of improper access to online
information by individuals not autho.riy:ed to vi'!w the inlon.1Jation),
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Exhibit I

KLM Telephone Company

STATEMENT EXPLAiNING HOW TIlE COMPANY'S OPERATING PHOCEDURES
COMI'L!ANCE WITH THE FCC'S CrNI HULES

I. Customer P,'oprietary Network Informatioll ("CI'Nl")

CPNI is dcHned in Section 222(1) of the Communications Act as (A) information that relates
to the quantity, technical contiguratitm, type, destiniltion, and amount of use of a
telecommunications service subscribed to by any customer of a telecommunications carrier,
and that is made available to the carrier by the customer sokly by virtue of the carrier
ctlstomer relationship; and (B) inf')nlwtion contained in the bills pertaining to telephone
exchange service or telephone toll service received by II customer of a carrier (except that
CPNI does not include subscriber list information).

Generally, CPNI includes p"rsoll~d information regmxling a. consumer's use of his or hm
telecommunications s"rvices. CPNJ encompasses informatiol1 such as; (a) the tdephQl1c
nunibcrs c'll1ed by a consumer; (b) tbe telephone numbers c"lling a eustomer; (e) the time,
location and duration of a consumer's outbound and inbound phone calls, and (d) the
telecomnlunicatiolls andinfbrmt:ltion sl:rvices purchased by a consum,cr.

Call d"tail int()fJnation (also known as "call records") is a category of CrNJ that is
parlicularly sensitive fl'om a privacy standpoint and that is sought by protesters, hackers and
other unauthorized entities Ihr illegitimate purposes. Call detail includes any information
Ibat pertains to th" transmission of a specific telephone call, including the number called (for
outbound calls), the nUlnber frt)m wbich the call was placed (for inbound <;ails), <md the date,
timt" location and/or duration of the call (for all calls).

II. Use and Disclosure of CPNI Is Restricted

The' Company recognizes that CPNI includes infonnalio!l that is personal and indiViduallY
idcntiliahle, and that privacy conc"rns have led Congress and the FCC to impose restrictions
upon its use and diselosure, and upon th" provision of aceess to it by individuals or entities
inside (l!1(! outside the Company.

The Company has desigl1ated a CPNI Compliance Olficer who is responsibk for: (I)
commUllieating wilh the Company's attorneys fUld/or consultants regarding CPNI
respollsibilities, reqnir"ments and resttietions; (2) sUjjervising til<; training of Company
employe"s and agents who nse or hav" access to CPNI; (3) superviSing tbe usc, dis"losure,
distribution or accesS to the Company's CPNI by independent contractors and joint venture
partners: (4) maintaining rec(lrd, regarding the usc of CI'NJ in marketing campaigns; and (5)
receiving, reviewing and resolving questions or iss\les regarding use, disclosure, distribution
Or provision of access to CPNL



Company employees and llgents that may deal with CI'NI have been informed that there nre
substantial federal restrictions upon CPNI usc, distribution and access, In order to be
authorized t(l use or access the Company's CPNI,employees and agelt!s must receive
training with respect to the requirements of Section 222 of the Communications Act and the
FCC's CPNI Rules (SllbpartU ofPaI164 of the FCC Rules).

Hefbre an agcnt independent conttaet.or Qt jilint venture partner may receive or be allowed t6
access or use the Company's CPNI, the agent's, independent contractor's or joint venture
pUriner's agreement with the Company must contain provisions (or the Company and the

indt:pcnde-nt contractcJr or joint venture partner must enter into an additional
confidentiality agreement which provide.s) that: (a) the agent, independent contl"actor or joint
venture pilrtner may use the CPNI only for the purpose lor which the erNI has been
provided; (b) the agent, independent contractor or joint ventme partner may not disclose or
distribute the CPNI to, or allow accesS to the CrNI by, any other party (unless the agent,
independent contractor or joint venture parlt1er is expressly and specifically required to do so
by a court order); and (c) the agent, indepcndent eontrador or jolltt ven1Llre partner must
implement appropriate and specific sa[(;guarcLs aceeptablc 10 rhe Company to ensure the
confidentiality of the Company's CPNI.

iII, Protection of C1'NI

1. The Company may, uftei' recetvll1g all ilppropriate written request from a customer,
disc'lose or provide the customer's CI'NI to the c\tstomcr by sending it to thc customer's
address or reeord. Any f\l1d all such customer requests: (I) must be made in writing; (2) must
include the customer's correct hilling name and address and t",Iephone number:. (3) J1Tust
specify exaetly what type or types of CrNI nTltst be diselcTscd Qr provided; (4) l])llst specify
the time period for which theCPNI must be disclosed or provided; and (5) must be signed by
the customer. The Company will d,isdose CPNI upon nfllnnative, Mitten request by the
customer to any perscHl designated by the eustomer, btll only after the CQmpal1Y calls the
customer's telephonc number of recllrd andior sends a I1Qtif1clttion to tbe customer's address
of record to verify the accuracy ofihis request.

2. The C:ompany will provide n customcr's phone records or other CPNI to a In\\'
enfbrccment agency in accQrdance with applicable legal requirements,

3. Since December 8, 2007, the Company retains aU customer passwords and "shared
secrer' question-answer combinations in secure .Jiles that may be accessed ollly by authorized
CClmpany employees who need such infQrmation in order t6 authenticate the identity of
customers requesting call detail information over the telephone.

4. Since IJecember 8, 2007. Company employees authenticate all telephone requests for
CPNI in the same munt1Cr whether ()I' not the CPNl consists of call detail inlbrmation.fhm

Company employees must: (a) be 1\lrnished the customer's pre-established password (or
correct answers to the back-up "shared secret" combinations); (b) send the requested
inl\lrI11lltion to the customer's postal Or electronic "address of record" (see definition above);"



or (c) call the customer back at the customer's "telephone number of record" (see definition
above) with the requested information.

5. If a customer subscribes to multiple services offered by the Company atId an affiliate, the
Company is permitted to share the customer's CPNI regarding such servlcC's with its affiliate.
If a e\lSl\mlCr docs not subscribe to any tclecommunic.ations or non-telecommunlcations
setvices offered by an affiliate, the Company is not permitted to share the customer's CPNI
with the affiliate without the customer's eonsc'nt pursuant to the appropriate notice and
apI1wvai procedures set forth in Sections 64.2007, 64.2008 and 64.2009 of the FCC's Rules.

6. When au existing customer calls the Company to inquire about or order neW, additional or
modified. services (in-bound marketing), the Company lUay use tbe cllstomer's CPNI other
than call detail CPNI to assist the cllstomer for the duration of the customer's call if the
Company provides the cusWmer with the oral notice required by Sections 64.2008(c) and
64.2008(f) of the FCC's Rules and after the Company anthenticates the customer.

Since December 8, 2007, the Company discloses or releases call detail information to
customers during cnstomer-in.itiated telephone contacts only when the customer provides a
pre-established password. If the customer does not provide a password, call detail
inl{mllation is released only by sending it to the customer's address of record Or by the
carrier calling the customer at the telephone mllnbCt of record, If the customet is able to
provide to the Company dltring a customer-initiated telephone call, all of the call detail
information to address a customer service issue (i.e., the telephone nUl:Ilbet called,
vvhen it was called, and, if applicable, the mnOltnt charged for tbe call) without Company
assistance, then the Compa.ny 'llay take n)utine custOiller setviee actions related to such
infonmttion. (Howev"r, under this circumstance, the Company may not disclOSe to the
customer IUly call detlli! intormati.on about the customer account other than the call detail
inll.lrmation that the customet provides withont the customer Ilrst providing a password.)

7. The Company uses, discloses, and/or permits aCcess to CPNI in connection with
Company-initiated marketing of services to which a customer does not already subscribe
l)-rlln thc Company (out-bound marketing) only pln'suant to the notice and approval
procedures set t,wth in Sections 64.2007. 64.2008, and 64.2009 of the FCC's Rules, All
proposed out-bound market.ing activities are reviewed by the Company's CPNI Compliance
OlTiccr Ji)l' eOlnpliancc with tbe CPNI restrictions and requirements in the Communications
Act and the FCC Rules.

8. The Company maintflins appropriate paper and/or electronic records that allow its
employees, independent contractors and joint venture partncrs to clearly establish the status
of each customer's Out-our and/or Opt-In approvals (if any) prior to use of the customer's
CI'NI. Thes(> records include: (i) the dnte(s) of any and ail of the customer's deemed Opt-out
approvals and/or Opt-in approvals. together with the dates of any modifications or
revocat.ions or such approvals; and (ii) the typc(s) of CPNI use, access, disclosure and/or
distrihution approved by the customer.



9. Bdol'c a clistomer's ePN! can be used in an out-bound marketing activity or campaign,
thc Comp,my's records mllst be checked to determine the status of the customer's CPNI
approval. Company employees. independent eontraetcirs and joint venture prutners are
required to notify t11e CPNI Compliance Omeer of any access, accuracy or security problems
they encounter with respect to these records.

If new, additional or extended approvals are neeessilry, the CPNI Compliance Officer will
determine whetherthe Company's "Opt-Out CPNI Notice" or "Opt-In CPNI Notice" must be
used,vith respc~ct. to various proposed ou't.;.bound marketing activities.

10. The CPNI Compliance Offlccr will maintain a record of each out-bound marketing
,leti"ity or campaign, inclnding: 0) a description of the c,unpaign; Gi) the specitic CPNI that
WilS med in the campaign: (iU) the date and purpose of the campaign: and (iv) what products
and services were offered as part of the campaign. This record shall be maintained for a
minimum of one year.

II. The Comp"ny's employees and billing agents may use CPNI to initiate, render, bill and
cnllect for tek.communications services. The Company may obtain information frnm new nr
existirlg customers that may constitute CPNI as part of applicatinns nT requests for new,
additional or modified services, and its employees and agents may use such customer
irlibl'mation (without l'urther custotner appJ'(,w\l) to initilrte and provide the services.
Likewise, the Company's employees and billing agents may use Ctlstonlenervice and calling
records (witllOnt customer approval): (a) to bill customcrs for services rendered to them; (b)
to investigatc and resolvc disputes with customers t'egarding their bills; and (c) 10 pursue
legal, arbitration, or other processes to collect late or unpaid bills fron1 e\lstor'l1ers.

12. The C<mlpany's employees and agents may use CPNI without customcr approval to
protect the Cornpany's rights or property, and to protect users and other carriers from
fi·JtlClulcnt, abusive or illegal use of (or subscription to) the telecommunications service from
which the CPN] is derived.
Becanse allegations and investig<ltlons of frand,abuse and illegal use constitute very
sCIlsitive mailers, any access, use, disclosure or distribution of CPNI pl1rsnalllto this Sectioll
mnst he expressly approved in advance and in writing by the Company's CPNI Compliance
Of1ice!'.

13. The Company's employees, agents, independent contractors and joint venture partners
lllay NOT use CPNI to identify or track customers who have madc caJis to, or received calls
iiOln~ cornpeting carriers. Nor 111ay the CompanY~$ employees~ agents 1 independent
contGlctors or joint venture pannt~rs USc or dlsclc)se CPNI Cor personal reasons or profit.

14. Company policy mandates that filcs containing CPNI be maintained in a secnre manner
such that they cannot be uscd, accessed, disclosed or distributed by unauthorized individuals
or in an unauthorized man11er.

15. Paper files containing CPNI arc kept in secure areas, 'md may not be used, removed, or
copied in an unauthorized manner.



16 .. Company employees, <1gents, independent contractors and joint venture partners are
required to notify the CPNl Compliance Officer of any access or security problems they
encounter with respect to mes cunwining Cl'NJ.

17, The Company may pel111it its customers to establish online accounts, but must require an
appropriaw password to be furnished by the custom.er belOl'e he or she can access any CPNI
in his or her online account. Si.nee Decenlber 8, 2007, passwords may NOT be based upun
readily obtainable biographical inlormation (e.g., the customer's name, mother's maiden
name, social security number or date of birth) or account information (e.g., the customer's
telephone number ur address).

18. Since December 8, 2007, customers may o!Julin all initial or replacement password: (i) if
they come in person to the Company's business office, produce a driver's license, passport or
oth"r geiVernmcnt-issuecl identification verifying their identity, and correctly answer certain
qnesti')11S regarding their seNice and address; or (ii) if they call a specified Company
telephone number fi'0l11 their telephone number ofrer~ord, and then wait at that number until
a representative calls them back and obtains correct answers to certain questions
regarding their service and address.

19. SillCC December 8, 2007, the Comp,my will notify customCI'S immediutely of cenain
changes in their accounts that may affect privacy or security matters,

a. The types of changes that require immediate notification include: (a) change or request
for e,hange of the customer's password; (11) ehangc or request for change of the
customer's address of reeord; (c) change or reCjtlest for change ofany signifieant element
of tile eustomer's online aecount; and (d) a change' Or request for change to. the
customer's responses with respeet to the baek-up means of authentication for lost OJ'
t()!'gottCil passwords.

b. 'The notice may be provided by: (a) aComIXIllY eall or voieemail to the customer's
telephonc number of record: (b) a Compally text message to (he eustomer's telephone
number of record; or (c) a written notiee mailed to the customer's address of recoJ'd (to
the customer's prior address of record if the change includes a change in thc customer's
address 0 l' record).

c. '['he Jlotice must identit)' only the gencral type of change and must not reveal the
ehanged inf{Jl1natioll.

d. The Compaul' employee OJ' agent sending the notice must propare and fumish to the
CPNl Compliance Officer a memorandum eontaining: (a) the name, address of record,
and telephone nmnber of record ofthe customer notified; (b) a copy or the exaet wording
of the text lnessage~ written notice, telephone message or voicemail message comprising
the notice; and (c.) the date and time that the notice was sent.



20. Since December 8, 2007, the Company must pmvidean initial noticc to law cnforcement
and a subsequent notice to the ctlstomcr if a security breach results in the disclosure of the
cOston",r's CPNI te) a third party wiIhout the customer's authoriz"tion.

a. As soon as practieahle (and in no event more than seven (7) days) after the Company
discovers that a person (without authorization or exceeding authorization) has
intentionally gained access to, used or disclosed CPNJ, the Company must provide
electronic no\ification of such breach to the United States Seeret Service and to the
Federal Bureau of Investigation via a central repOl'ting fflcility aeeessed through a link
rmtirlt,lilled by theFeC at hW:II\l0"w.tce.gQ.y/eb/cpni.

2]. Since December 8, 2007, the Company will provide customers with access to CPNI at its
retail locations if the eustomer presents a valid photo 10 and the valid photo 10 matches the
mIme on the account

22. Since December 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indicative of pretexting including requiring Company employees,
agents, independent contractors and joint venture partners to notify the CPNI Compliance
Offrcer immediately by voice, voiccmail or email of: (a) any sllspic:iotls or unusual call
req uesting a customer's call detail infol'lJlation or other CpNI (including a call where the
callcr furnishes an incorrect password or incorre.ct answer 1:<) one or both of the "shared
secret" question-answer combinations); (h) any suspicious or unusual attempt by an
individuIli to change a eustomer's password or aceoUllt illformation (includingprbviding
inadequate or inappropriate identification or incorreet "address or record," "telephone
number of record" or other significlmt serVice inf,lr111<\tion); (c) <\I1Y and'lll discovered
instances where access to the C0111pal1:1's electronic tiles or datnhases containing p'lsswords
Or CI'NI was denied d,re to the provision of incorrect logins and/or passwords; and (d) any
complaint by a eustomer of tmauthorizecl or inappropriate use or disclosure of his or her
CPNJ. Tlle CPNI Compliance Oflicer IYilI request further information in writing, and
investigate or snpervise the investigation at any il1ddent or group of incidents that
reasonably appear to entail pretcxting.

IV. CI'NI Compliance Ofl1ccr

10 addition to the specific matters required to be reviewed and appwved by the Company's
CPNI CompU(tnee Ofl1cer, enlployeps and agents, independent contractors and joint venture
partners are strongly encouragcd to bring any and all other questions, issues or uncertainties
regarding Ill" LIS". disclosure, or access to CPNI to tbe attention of the Company's CPNI
Compliance On,Cer appropriate iltvestigation, review aod guidanee. The extent to which
11 particular employee or agent brought a CPNl matter to tbe attention of the CPNI
Compliance OniCef and received appropriate guidance is <t material consideration in any
disciplinary action brought against the employee or agent J(lr impermissible usc, disclosure
or access to CPN I.



V. I)i,dlllinary Procedures

'file Company has informed its employees and agents, independent contractors and joint
venture' partners that it considers compliance with the COfnmunieatiolls Act and FCC Rules
regarding the use, disclosure, and access to CPNI to bc very important.

Violation by Company employees or agents of such CPNJ requiremellts will lead to
disciplinary HetiOT! (including remcdial tntilling, reprimands, unfavorable performance
reviews, probation, and tem1ination), depending upon the circumstances of the violation
(including the severity of the violation, whether the violation was a first time or repeat
viOlation, ,vhether appropriate guidance was sought or received from the CPNl Compliance
Orrlcer, and the extent to which the violation was or was not deliberate or malicious),

Violation by Company independent contractors or joint venture partners of such CPN]
requirements will lead to pwmpt disciplinary action (np to and induding remedial training
and termination o!" the contract),


